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requirements, the one or more software components, the one
or more software models, the one or more architecture
models, and the timing semantics.

20 Claims, 7 Drawing Sheets

300

\ Design one or more software models for one
or more software components to be included
in an embedded system 302

A

Collect information from the one or more
requirements, the one or more software
components, and the one or more software
models 304

Generate one or more architecture models
that describe an executlion platform, physical
constraints, non-functional constraints, and
characteristics of an embedded system
based on the collected information 306

Determine timing semantics to be satisfied by
execution of functions in the one or more
architectural models 308

Generate contracts based on the one or more
requirements, the one or more software
components, the one or more software

models, the one or more architecture models,

and the timing semantics 310

Do the one or more
software components and the one or
more software models satisfy the
contracts? 312

Modify at least one of the one or more
software components, the one or more
software models, the one or more
architecture models, and the timing
semantics 314




U.S. Patent

100

Y

Oct. 4, 2016

Sheet 1 of 7

AJ—120

Design Application 19

Design Module
104

I

Communication Module
102

103

Timing Module 108

‘rT'

Architecture Module 106

107

— —
o o
o (&)

Contracts Module 11

‘rT’

Verification Module 11

111

—
—_
w

Processor 12

Display
129

Communication Unit
131

- — S
w w
N o (o]

‘FF'

128

Memory 127

Requirement
Data
191

Software
Component
Data
193

Software
Model Data
195

Formal
Specification
Data
197

FIG. 1

US 9,459,840 B1




US 9,459,840 B1

Sheet 2 of 7

Oct. 4, 2016

U.S. Patent

V¢ Old

960¢ aG0¢ BeG0C
sjuawalinbay sjuawalinbay sjuewsalinbey 902 Sjuswalinbay
0l¢ qole e0le
sjusuodwod) sjusuodwo) sjusuodwo) 80z sadAjoi01d
alem)jog alemyos alemyos
¥ v ¥
|m agie BG1C T1¢ sedAjoj0id
S|OPO dIEMYoS S|9pO 2iemyos S|OpON aJemyos [enuip
W} ) A
4\ ‘\ N\ / «\
90¢¢ q0cc B0CC [4%4
uonesiyoadg uonesiynadg uonesyoadg suoneayioadg
|ewJoy [ewto [ewlo4 [ewlo

0oe



U.S. Patent

250

N

Oct. 4, 2016

Sheet 3 of 7

US 9,459,840 B1

235a

Timing
Semantics
230a

Architecture
Model
225a

Contracts

Formal Specification 220

5
-
memammmmttcencannen
3
"

L

meneemmmesaaen y
ammmmeecceemmecseromoaanall
K

.

Sema

Architecture
Model
225b

Contracts

230b

235b

ntics

LT JORRRP LS
1 K

Architecture
Model
225¢c

Contracts

Timing
Semantics
230c

235¢

-
-~

-

Software Models
215a

-

-

Software Models
215b

Software Models
215¢

FIG.

2B



US 9,459,840 B1

Sheet 4 of 7

Oct. 4, 2016

U.S. Patent

9G0¢C

sjuswalinbay

o¢ Old

4s0¢

sjuswaanbay

/

[

BG0C

sjuswalinbay

—

Y

30l¢

sjusuodwon

alemyos

L

sjusuodwon
aIeMyos

q0le

L

e0lc

sjusuodwo) 7
alemyos

[=

¢ U

Y

oGle
S|9pO 21emyos

J

v

qaGle

S|opOp 21eMyos

J

Y

eGle

S|9pPO 2I1eMyos

J

T1e BuidAioi01g

[enuiA

7

90¢¢
uonesyadg
|ewo

7

t

q0¢c
uonesyadg
Jewlo

BQcC
uonesynadsg
|ewlo

71 ¢ uoneibau
[eNUIA [eulof

Sl¢



U.S. Patent

300

Oct. 4, 2016 Sheet 5 of 7

Design one or more software models for one
or more software components to be included
in an embedded system 302

!

Collect information from the one or more
requirements, the one or more software
components, and the one or more software
models 304

!

Generate one or more architecture models
that describe an execution platform, physical
constraints, non-functional constraints, and
characteristics of an embedded system
based on the collected information 306

v

Determine timing semantics to be satisfied by
execution of functions in the one or more
architectural models 308

Generate contracts based on the one or more
requirements, the one or more software
components, the one or more software

models, the one or more architecture models,

and the timing semantics 310

!

Do the one or more
software components and the one or
more software models satisfy the
contracts? 312

¢N0

Modify at least one of the one or more
software components, the one or more
software models, the one or more

architecture models, and the timing
semantics 314

US 9,459,840 B1

FIG. 3



US 9,459,840 B1

Sheet 6 of 7

Oct. 4, 2016

U.S. Patent

X474

¥ Old

d661 uoneolddy
ubiseq

0cy Jolddng

7OV WoisAs
pappaqu3

cov
8oIA8( UBID

cov
MJOMION

Ly

BG61 uonedlddy
uBiseq

0l¥ N30

oor



US 9,459,840 B1

Sheet 7 of 7

Oct. 4, 2016

U.S. Patent

[0U0) asInY) sadepy
JO ojdwex3 sidwis v

§9

C

sjuswalinbay

uoneJbayu

TR
I

shinofes) %90l
a|dwex3

BuidAjoj014

BuidAjo1014
[ENUIA

uonenjeag

uonen|eAg
[ewJo

SoNueLSS
Buiwi

uonenjeA]
|EwI0

[HO jou0 T 8sINIOJX <-
[uoepedayeIq] OV

< [uss Bs\| oV || |<- [pesye1e0] oy

[0ay BSI]X E [posuas1eD]x E

S1oeNU0D E

Buliqeus
uonenjea3
oljewoiny

‘uonesyadg
lew.o4




US 9,459,840 B1

1
TIMING-ORIENTED AND
ARCHITECTURE-CENTRIC SYSTEM
DESIGN USING CONTRACTS

BACKGROUND

The specification relates to a timing-oriented and archi-
tecture-centric system design using contracts.

The design of embedded systems, including automotive
systems using conventional design approaches and program-
ming methods may be difficult. In particular, these conven-
tional design approaches and programming methods may be
incapable of determining the correctness and performing
verification of non-functional properties, such as timing-
related properties, for the embedded system.

In the last decade, the size of the embedded system has
dramatically increased. For example, an automotive embed-
ded system may have more than 100 engine control units and
millions of lines of code. Attempts have been made to reduce
the system complexity and a time to market constraint, by
using a model-based design approach and early-phase vali-
dation technologies. These attempts have been widely
adopted and practiced in industry. However, system integra-
tion and its analysis, verification, and validation, even at the
model level is still a big challenge due to the heterogeneity
of the models and/or languages used in the design and
different semantics adopted to create the embedded system.

Architecture design is also becoming a critical issue due
to a large number of heterogeneous components in the
system. An effective architecture design has a great impact
on cost, timing, performance, safety, reliability, etc.

Timing, with regard to a specific architecture, is another
significant issue considered in designing an embedded sys-
tem, particularly in the integration phase. However, timing
is hardly verified at the system-level.

SUMMARY

An embedded system may be generated based on require-
ments, prototypes that include software components, virtual
prototypes that include software models, and formal speci-
fications. The formal specifications each include an archi-
tecture model, timing semantics, and a contract.

The architecture model may describe an executing plat-
form including hardware and software used by the software
components and the software models, physical constraints,
non-functional constraints, and characteristics of the embed-
ded system. The architecture model and the timing seman-
tics may be generated based on information collected from
the requirements, the software components, and the software
models. The architecture model may be generated using a
modeling language or a formal language.

The timing semantics may be determined to be satisfied
by execution of functions that are correctly executed in the
architectural model. The timing semantics may include
synchronization and ordering of events, computing a time to
execute the functions in the embedded system, and delay
that occurs when executing the functions and communica-
tion between the functions. The architecture model may also
include a behavior model and the timing semantics may also
be determined to be satisfied by the behavior model.

The contracts may be generated based on the require-
ments, the software components, the software models, the
architecture model, and the timing semantics. The contracts
may specify expected properties of the software components
and the software models.
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It may be determined whether the software components
and the software models satisty the contracts. For example,
a static formal verification or a run-time based verification
may be performed. The formal language or the modeling
language used for the architecture model may be used to
determine whether the contracts are satisfied.

If the software components and the software models
satisfy the contracts, the models have been properly inte-
grated. If the software components and the software models
fail to satisfy the contracts, the architecture models and the
timing semantics are modified, modified contracts are gen-
erated, and it may be determined whether the software
components and the software models satisfy the modified
contracts. This process may repeat until the modified con-
tracts are satisfied.

The subject matter described herein may provide numer-
ous benefits. For example, the subject matter may reliably
integrate models for the next-generation model-based
embedded systems design. The subject matter may describe
a secamless bridge between architecture modeling, timing
semantics, and contract-based composition of models. The
subject matter may also describe a framework for perform-
ing formal evaluation of model-based system design, such as
modeling checking, timing analysis, and architecture explo-
ration. By applying these formal methods in the early-design
phase, there may be improvement and enhanced construc-
tion in the embedded systems design, and a reduction of the
overall development time.

According to one innovative aspect of the subject matter
described in this disclosure, a system and method for design-
ing a large-scale embedded system is described. The method
may include designing one or more software models for one
or more software components to be included in an embedded
system, wherein the one or more software models describe
one or more requirements for the one or more software
components. The method may include collecting informa-
tion from the one or more requirements, the one or more
software components, and the one or more software models.
The method may include generating one or more architec-
ture model that describe an execution platform, physical
constraints, non-functional constraints, and characteristics
of the embedded system based on the collected information.
The method may include determining timing semantics to be
satisfied by execution of functions in the embedded system.
The method may include integrating, by an electronic
device, contracts based on the one or more requirements, the
one or more software components, the one or more software
models, the one or more architecture models, and the timing
semantics. The method may include determining whether
the one or more software components and the one or more
software models satisfy the contracts.

Other aspects include corresponding methods, systems,
apparatus, and computer program products.

BRIEF DESCRIPTION OF THE DRAWINGS

The disclosure is illustrated by way of example, and not
by way of limitation in the figures of the accompanying
drawings in which like reference numerals are used to refer
to similar elements.

FIG. 1 is a block diagram illustrating an example device
for designing an embedded system.

FIG. 2A is an example flowchart of a systematic method
for designing an embedded system.

FIG. 2B is an example flowchart of the formal specifica-
tion illustrated in FIG. 2A.
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FIG. 2C is an example flowchart of an overall method for
designing an embedded system.

FIG. 3 is a flowchart of an example method for designing
an embedded system.

FIG. 4 is a block diagram including an example system
for designing an embedded system.

FIG. 5 is a flowchart of an example method for designing
an advanced driver assistance system.

DETAILED DESCRIPTION

FIG. 1 is a block diagram illustrating an example device
100 for designing an embedded system. The device 100 can
be used by an original equipment manufacturer (OEM) or a
supplier as discussed in greater detail below with reference
to FIG. 4. The device 100 may be, include, or be included
in a server that a user accesses via a browser. In some
implementations, the device 100 may include physical hard-
ware directly accessed by the user, such as a desktop
computer, a mobile computer, a laptop, a smartphone, or any
other computing device that includes a memory and a
processor. Although the components are illustrated as being
part of a single device 100, the components may be part of
a distributed system.

The device 100 can include a design application 199, a
processor 125, a memory 127, a display 129, and a com-
munication unit 131. The components of the design device
100 are communicatively coupled by a bus 120.

The processor 125 includes an arithmetic logic unit, a
microprocessor, a general-purpose controller, or some other
processor array to perform computations and provide elec-
tronic display signals to a display device. The processor 125
processes data signals and may include various computing
architectures including a complex instruction set computer
(CISC) architecture, a reduced instruction set computer
(RISC) architecture, a graphic processor unit (GPU) archi-
tecture or an architecture implementing a combination of
instruction sets. Although FIG. 1 includes a single processor
125, multiple processors 125 may be included. Other pro-
cessors, operating systems, sensors, displays, and physical
configurations may be possible. The processor 125 is
coupled to the bus 120 for communication with the other
components via signal line 126.

The memory 127 stores instructions or data that may be
executed by the processor 125. The instructions or data may
include code for performing the techniques described herein.
The memory 127 may include a dynamic random access
memory (DRAM) device, a static random access memory
(SRAM) device, flash memory, or some other memory
device. In some implementations, the memory 127 also
includes a non-volatile memory or similar permanent stor-
age device and media including a hard disk drive, a floppy
disk drive, a CD-ROM device, a DVD-ROM device, a
DVD-RAM device, a DVD-RW device, a flash memory
device, or some other mass storage device for storing
information on a more permanent basis. The memory 127 is
coupled to the bus 120 for communication with the other
components via signal line 128.

As illustrated in FIG. 1, the memory 127 stores one or
more of requirement data 191, software component data
193, software model data 195, and formal specification data
197. The requirement data 191 may include information
about functional and non-functional requirements for a
software component to perform. The requirements may be
designed by a OEM, for example, using a formal language.
The formal language may include a standardized way of
describing the software components and one or more prop-
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erties for the software components. The software component
data 193 may include information about software compo-
nents that satisty the requirements described by the require-
ment data 191. The software model data 195 may include
information about software models that are representations
of the software components that are used to build virtual
prototypes. The formal specification data 197 may include
information about formal specifications that are used to
integrate the software models. The formal specifications
may include architecture models, timing semantics, and
contracts.

A formal specification may be used by the OEM to
provide the supplier with a framework of unambiguous
interaction between the OEM and the supplier. The supplier
may choose to use their own model design for production.
However, the one or more architectural models and the one
or more contracts included in the formal specification,
describes the functional and non-functional requirements for
the software components that must be designed by the
supplier (and, optionally, other suppliers) using the formal
language. In this way, the formal specification beneficially
ensures that the OEM and the suppliers have the same
understanding of how the embedded system and each soft-
ware component integrated in the embedded system should
be designed.

The display 129 can include hardware for displaying
graphical data from the design application 199. For example,
the display 129 renders graphics for displaying a user
interface that displays information about a virtual prototype.
The display 129 is coupled to the bus 120 via signal line 130.

The communication unit 131 can include hardware that
transmits and receives data to and from the device 100. The
communication unit 131 is coupled to the bus 120 via signal
line 132. In some implementations, the communication unit
131 includes a port for direct physical connection to a
network or to another communication channel. For example,
the communication unit 131 includes a USB, SD, CAT-5, or
similar port for wired communication with the device 100.
In some implementations, the communication unit 131
includes a wireless transceiver for exchanging data with the
device 100 or other communication channels using one or
more wireless communication methods, including IEEE
802.11, IEEE 802.16, Bluetooth®, or another suitable wire-
less communication method.

In some implementations, the communication unit 131
includes a cellular communications transceiver for sending
and receiving data over a cellular communications network
including via short messaging service (SMS), multimedia
messaging service (MMS), hypertext transfer protocol
(HTTP), direct data connection, WAP, e-mail, or another
suitable type of electronic communication. In some imple-
mentations, the communication unit 131 includes a wired
port and a wireless transceiver. The communication unit 131
also provides other conventional connections to the network
for distribution of files or median objects using standard
network protocols including TCP/IP, HTTP, HTTPS, and
SMTP, etc.

The communication module 102 can include code and
routines for handling communications between the design
application 199 and other components of the device 100. In
some implementations, the communication module 102 can
include a set of instructions executable by the processor 125
to provide the functionality described below for handling
communications between the design application 199 and
other components of the object detection device 100. In
some implementations, the communication module 102 can
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be stored in the memory 127 of the device 100 and can be
accessible and executable by the processor 125.

The design application 199 may include a communication
module 102, a design module 104, an architecture module
106, a timing module 108, an contracts module 110, and a
verification module 112. Other design application 199 com-
ponents are possible. For example, the design application
199 may additionally include a user interface module that
generates graphical data that shows the progress of the
design to a user. For example, the user interface module may
generate a status report on the verification process.

The communication module 102 sends and receives data,
via the communication unit 131, to and from the device 100.
The communication module 102 may also send and receive
data between components of the design application 199. The
communication module 102 may also send and receive data
between components of the design application 199 and
components of the device 100, such as between the design
application 199 and the display 129. The communication
module 102 is coupled to the bus 120 via signal line 103.

The design module 104 can include code and routines for
designing software models based on software components.
In some implementations, the design module 104 can
include a set of instructions executable by the processor 125
to provide the functionality described below for designing
software models based on software components. In some
implementations, the design module 104 can be stored in the
memory 127 of device 100 and can be accessible and
executable by the processor 125. The design module 104 is
coupled to the bus 120 via signal line 105.

The design module 104 may design software components
based on requirements. The requirements may be expressed
in a formal language and specified by a OEM. The design
module 104 may design software models based on the
software components where the software models describe
requirements for the software components.

Turning now to FIG. 2A, an example flowchart 200 of a
systematic method for designing an embedded system is
illustrated. FIG. 2A represents a direction of the flow of
information during the design process. The design process
may be organized according to the following levels: require-
ments level 206, prototypes level 208, virtual prototypes
level 211, and formal specifications level 212. The require-
ments level 206 includes a series of requirements 205a,
2055, and 205¢. The prototypes level 208 includes software
components 210a, 2105, and 210c. The virtual prototypes
level 211 includes software models 2154, 2155, and 215¢.
The formal specifications stage 212 includes formal speci-
fications 220a, 2205, and 220c.

Each discrete set of requirements 205a, 2055, 205¢ pro-
vides requirement data 191 to the software components
210a, 2105, 210¢, respectively, in the prototypes level 208.
Each of the software components 210a, 2105, 210c¢, pro-
vides software component data 193 to the software models
215a, 215b, 215¢, respectively, in the virtual prototypes
level 211. The software models 215a, 21556, 215¢ provides
software model data 195 to different formal specifications
220a, 2205, 220c in the formal specification level 212.

The design module 104 may use the requirements data
191 to design software components 210, and the software
components 210 may be used to design software models
215. As discussed in greater detail below, the formal speci-
fication level 212 includes formal specifications 220 that
include architecture models generated by the architecture
module 106, timing semantics generated by the timing
module 108, and contracts generated by the contract module
110.
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The architecture module 106 can include code and rou-
tines for generating an architecture model. In some imple-
mentations, the architecture module 106 can include a set of
instructions executable by the processor 125 to provide the
functionality described below for generating the architecture
model. In some implementations, the architecture module
106 can be stored in the memory 127 of device 100 and can
be accessible and executable by the processor 125. The
architecture module 106 is coupled to the bus 120 via signal
line 107.

The architecture module 106 collects information from
the requirements, the software components, and the software
models. For example, the architecture module 106 may
receive software model data 195 that includes the informa-
tion from the requirements, the software components, and
the software models. The architecture module 106 may
provide the collected information to the timing module 108,
which uses the collected information to determine timing
semantics.

Turning to FIG. 2B, an example flowchart 250 of the
formal specification 220 from FIG. 2A is illustrated. The
formal specification 220 includes architecture models 2254,
225b, and 225¢; timing semantics 230a, 2305, 230¢; and
contracts 235a, 2355, 235¢. The architecture models, the
timing semantics, and the contracts are built based on the
corresponding software models 215 in a hierarchical man-
ner. The architecture module 106 generates the architecture
model 225a based on software model data 195 from the
software models 215a, 2155, 215¢. The timing semantics
230 are discussed in greater detail below with reference to
the timing module 108. The contracts 235 are discussed in
greater detail below with reference to the contracts module
110.

The architecture module 106 may determine hardware
and software architecture for software models 215 and
software components 210 from the software model data 195.
The architecture module 106 generates an architecture
model that describes an execution platform, physical con-
straints, non-functional constraints, and characteristics of an
embedded system based on the collected information. For
example, an embedded system for a vehicle may include the
following hardware and software: electronic control units
(ECUs), a bus, sensors, and actuators.

In some implementations, the architecture module 106
generates a standardized architecture model in an embedded
system design that includes a modeling language or a formal
language, such as architecture analysis and design language
(AADL), AUTomotive Open System Architecture (AU-
TOSAR), SYStem Modeling Language (SYSML), Model-
ing and Analysis of Real-Time and Embedded systems
(MARTE), etc.

In some implementations, the architecture module 106
develops behavior models to run on the architecture model.
System properties including timing constraints, perfor-
mance, and cost may be evaluated based on both the
behavior models and the architecture model.

The timing module 108 can include code and routines for
determining timing semantics. In some implementations, the
timing module 108 can include a set of instructions execut-
able by the processor 125 to provide the functionality
described below for determining timing semantics. In some
implementations, the timing module 108 can be stored in the
memory 127 of device 100 and can be accessible and
executable by the processor 125. The timing module 108 is
coupled to the bus 120 via signal line 109.

The timing module 108 may determine timing semantics
to be satisfied by execution of functions in the embedded
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system. For example, the timing module 108 may determine
timing semantics based on the architecture model and the
software models, along with the timing characteristics of the
architecture model and the software models. In some imple-
mentations, timing semantics, including timing constraints,
are defined on the behavior model running on a specific
architecture as formalized by the architecture model gener-
ated by the architecture module 106. The timing semantics
may include functions that are correctly executed.

The timing semantics may include the following proper-
ties of the embedded system: (1) synchronization and order-
ing of events as the abstraction results of data exchange
among functions, software components, etc.; (2) a comput-
ing time that describes a time needed for execution of the
functionality on the specific architecture; (3) a delay time
that describes a time needed for the execution of a specific
functionality; and (4) other timing properties. In some
implementations, the timing semantics does not include
specific-execution related issues, such as scheduling,
because the timing specification is incorporated as con-
straints to be satisfied by all possible correct executions.

The timing semantics may be described using a standard-
ized, formal, and multiclock timing model. For example, the
timing semantics may be described using MARTE clock
constraint specification language (CCSL) or AADL synchro-
nous timing annex (ongoing).

The contracts module 110 can include code and routines
for generating contracts. In some implementations, the con-
tracts module 110 can include a set of instructions execut-
able by the processor 125 to provide the functionality
described below for generating contracts. In some imple-
mentations, the contracts module 110 can be stored in the
memory 127 of device 100 and can be accessible and
executable by the processor 125. The contracts module 110
is coupled to the bus 120 via signal line 111.

The contracts module 110 may generate contracts that
indicate assumptions of preconditions (e.g., safety, perfor-
mance, cost, etc.) and guarantees of post-conditions between
software components 210 and software models 215. The
contracts module 110 may generate the contracts based on
the timing semantics. The contracts may be defined using
formal languages to enable the formation of the formal
specification and verification of the contracts. For example,
the contract can be specified using common computational
temporal logic, including linear temporal logic (LTL), com-
putational tree logic (CTL), or CTL*. The contracts may be
particularly helpful for safety-critical embedded systems.

The contracts module 110 may generate contracts based
on the requirements, the software components, the software
models, and the architecture model. For example, the con-
tracts module 110 may use the contracts to determine the
correctness and reliability of software model 215 composi-
tion and integration.

The verification module 112 can include code and rou-
tines for analyzing the contracts. In some implementations,
the verification module 112 can include a set of instructions
executable by the processor 125 to provide the functionality
described below for analyzing the contracts. In some imple-
mentations, the verification module 112 can be stored in the
memory 127 of device 100 and can be accessible and
executable by the processor 125. The verification module
112 is coupled to the bus 120 via signal line 113.

The verification module 112 may analyze the contracts to
determine whether the contracts are satisfied. The verifica-
tion module 112 may perform a static formal verification,
such as model check verification, or a run-time based
verification.
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The verification module 112 is able to perform verifica-
tion because the requirements 205, the architecture models
225, the timing semantics 230, and the contracts 235 are
created using modeling languages or formal languages. In
some implementations, the verification module 112 analyzes
the requirements 205, the architecture models 225, and
model integration. If the verification module 112 detects a
problem, the verification module 112 may instruct the design
module 104 to modify the software components 210 or the
software models 215, the architecture module 106 to modify
the architecture models 225, or the timing module 108 to
modify the timing semantics 230. If the verification module
112 does not detect a problem, the verification module 112
may determine that the models can be used to build com-
ponents for prototyping.

FIG. 2C is an example flowchart 275 of an overall method
for designing an embedded system. In this example, the
engineering process includes a design phase 207 and a
virtual prototyping phase 211. The formal virtual integration
217 is a subset of the virtual prototyping phase 211 that
ensures the correctness and reliability of the integration.

FIG. 3 is a flowchart of an example method 300 for
designing an embedded system, arranged according to some
embodiments. The method may be performed by a design
application 199 stored on the device 100 of FIG. 1. The
device 100 may be a special-purpose computing device
configured to provide some or all of the functionality
described with reference to FIG. 3.

At block 302, one or more software models are designed
for one or more software components to be included in an
embedded system. The one or more software models may
include one or more requirements for the one or more
software components. For example, the one or more soft-
ware models may describe one or more functional or non-
functional requirements for the one or more software com-
ponents. The one or more software components may be
integrated to form an embedded system. The one or more
software models may be described using a formal language.
Optionally, the one or more software models may be
described using a modeling language.

At block 304, information is collected from the one or
more requirements, the one or more software components,
and the one or more software models. The information may
include requirement data 191, software component data 193,
and software model data 195 that is used to build the formal
specification 220 of FIG. 2B, which includes architecture
models 225, timing semantics 230, and contracts 235.

At block 306, one or more architecture models are gen-
erated that describes an execution platform, physical con-
straints, non-functional constraints, and characteristics of an
embedded system based on the collected information.
Behavior models may also be generated based on the
collected information to run on the one or more architecture
models.

At block 308, timing semantics are determined to be
satisfied by execution of functions in the architectural
model. The timing semantics may include timing constraints
defined on the behavior model as formalized by the one or
more architecture models.

At block 310, contracts are generated based on the one or
more requirements, the one or more software components,
the one or more software models, the one or more architec-
ture models, and the timing semantics. The contract may be
described using a formal language. The contract may specify
the expected properties of the software components and
software models.
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At block 312, the method 300 determines whether the one
or more software components and the one or more software
models satisfy the contracts. Determining whether the one or
more software components and the one or more software
models satisfy the contracts includes a formal verification
method that may include determining whether each contract
satisfies the properties it promises to guarantee if the
assumed preconditions included in the contract exist. In this
way, the one or more contracts are a reflection of the
requirements on the one or more models. This verification
step may include static formal verification, such as model
check verification, or run-time based verification.

If the one or more software components and the one or
more software models fail to satisfy the contract, at block
314 at least one of the one or more software components, the
one or more software models, one or more architectural
models, and the timing semantics are modified, modified
contracts are generated, and the method 300 determines
whether the one or more software components and the one
or more software models satisfy the modified contracts. If
the method 300 determines that the one or more software
components and the one or more software models satisfy the
modified contracts, the method 300 ends. If the method 300
determines that the one or more software components and
the one or more software models fail to satisfy the modified
contracts, then the method 300 returns to block 302. Option-
ally, the method 300 may be configured so that steps 314,
and 302-312 are repeated until the one or more software
components and the one or more software models satisfy the
modified contracts.

FIG. 4 is a block diagram including an example system
400 for designing an embedded system. The system 400
includes an OEM 410, a supplier 420, and a client device
403. The OEM 410 may access a design application 199a.
For example, the OEM 410 may use the design application
199a to generate software components 210 and software
models 215. The OEM 410 may share the software compo-
nents 210, the software models 215, and formal specifica-
tions 220 that includes contracts 235 that describe the
functional and non-functional requirements for the software
components 210 that must be designed by the supplier (and,
optionally, other suppliers) using the formal language.

The supplier 420 may include a design application 1995
that receives the software components 210, the software
models 215, and formal specifications 220. The supplier 420
may use the design application 1995 to create software
components 210 according to the formal specifications 220.

The OEM 410 and the supplier 420 may communicate via
a network 405. The OEM 410 may access the network 405
via signal line 411. The supplier 420 may access the network
405 via signal line 421.

The network 405 can include a conventional type, wired
or wireless, and may have numerous different configurations
including a star configuration, token ring configuration, or
other configurations. Furthermore, the network 405 may
include a local area network (LAN), a wide area network
(WAN) (e.g., the Internet), or other interconnected data
paths across which multiple devices may communicate. In
some implementations, the network 405 may be a peer-to-
peer network. The network 405 may also be coupled to or
include portions of a telecommunications network for send-
ing data in a variety of different communication protocols.
In some implementations, the network 405 includes Blu-
etooth® communication networks or a cellular communica-
tions network for sending and receiving data including via
short messaging service (SMS), multimedia messaging ser-
vice (MMS), hypertext transfer protocol (HT'TP), direct data
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connection, WAP, e-mail, etc. In some implementations, the
network 405 may include a global positioning system (GPS)
satellite. The network 405 may be a mobile data network, for
example, 3G, 4G, LTE, Voice-over-LTE (“VoLTE”), or any
other mobile data network or combination of mobile data
networks. In some implementations, the network 405 may
be a combination of different networks.

The OEM 410 may receive software components 210
from the supplier 420. For example, the supplier 420 may
transmit the software components 210 via the network 405
or the supplier 420 may physically provide the software
components 210, such as by providing the OEM with
software components 210 on a tangible computer-readable
medium. The OEM 410 may receive software components
210 from multiple suppliers 420.

The OEM 410 may generate an embedded system 404.
The embedded system 404 may be used in a client device
403, such as the vehicle illustrated in FIG. 4. The embedded
system 404 may be used in vehicles, for example, to provide
infotainment, enable wireless connectivity to the network,
maximize efficiency, reduce pollution, to implement anti-
lock braking systems, for electronic stability control, auto-
matic four-wheel drive, and for an advanced driver assis-
tance system.

FIG. 5 is a flowchart of an example method 500 for
designing an advanced driver assistance system (ADAS).
Specifically, the ADAS system may include an embedded
system for adaptive cruise control. The method 500 may be
implemented using the system 400 illustrated in FIG. 4. The
requirements stage may include requirements for detecting
objects in front of a vehicle including other vehicles directly
in front of the vehicle and other vehicles in adjacent lanes.
The prototyping stage may include designing software com-
ponents based on requirements for the ADAS system. For
example, the software components may be designed for
hardware involved in the ADAS system, such as for sensors
that detect objects in the road and determine a distance
between the client device 403 and the objects. The hardware
may also include hardware or software for transmitting
instructions between different software components. The
hardware may also include hardware configured to apply a
brake to the client device 403 and hardware to modify the
settings for the cruise control. The virtual prototyping stage
may include designing software models that include the
software components and how the different software com-
ponents interact in the embedded system.

The formal specification includes architecture models,
timing semantics, and contracts. The architecture models
describe an execution platform, physical constraints, non-
functional constraints, and characteristics of the embedded
system. The timing semantics describe timing constraints to
be satisfied by the execution of functions in the architectural
model. In this example, the timing semantics are determined
based on a clock calculus. The contracts include assump-
tions of preconditions and guarantees of post-conditions
between the software components and the software models.

The method 500 determines whether the software com-
ponents and the software models satisfy the contracts by
performing a formal evaluation of the contracts, the timing
semantics, and the architecture. The method 500 also ana-
lyzes the virtual integration and the component integration
to determine whether the software components and the
software models satisfy the contracts.

In the above description, for purposes of explanation,
numerous specific details are set forth in order to provide a
thorough understanding of the specification. It will be appar-
ent, however, to one skilled in the art that the disclosure can
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be practiced without these specific details. In some
instances, structures and devices are shown in block diagram
form in order to avoid obscuring the description. For
example, the implementations can be described above pri-
marily with reference to user interfaces and particular hard-
ware. However, the implementations can apply to any type
of computing device that can receive data and commands,
and any peripheral devices providing services.

Reference in the specification to “some implementations”
or “some instances” means that a particular feature, struc-
ture, or characteristic described in connection with the
implementations or instances can be included in at least one
implementation of the description. The appearances of the
phrase “in some implementations” in various places in the
specification are not necessarily all referring to the same
implementations.

Some portions of the detailed descriptions that follow are
presented in terms of algorithms and symbolic representa-
tions of operations on data bits within a computer memory.
These algorithmic descriptions and representations are the
means used by those skilled in the data processing arts to
most effectively convey the substance of their work to others
skilled in the art. An algorithm is here, and generally,
conceived to be a self-consistent sequence of steps leading
to a desired result. The steps are those requiring physical
manipulations of physical quantities. Usually, though not
necessarily, these quantities take the form of electrical or
magnetic signals capable of being stored, transferred, com-
bined, compared, and otherwise manipulated. It has proven
convenient at times, principally for reasons of common
usage, to refer to these signals as bits, values, elements,
symbols, characters, terms, numbers, or the like.

It should be borne in mind, however, that all of these and
similar terms are to be associated with the appropriate
physical quantities and are merely convenient labels applied
to these quantities. Unless specifically stated otherwise as
apparent from the following discussion, it is appreciated that
throughout the description, discussions utilizing terms
including “processing” or “computing” or “calculating” or
“determining” or “displaying” or the like, refer to the action
and processes of a computer system, or similar electronic
computing device, that manipulates and transforms data
represented as physical (electronic) quantities within the
computer system’s registers and memories into other data
similarly represented as physical quantities within the com-
puter system memories or registers or other such informa-
tion storage, transmission, or display devices.

The implementations of the specification can also relate to
a processor for performing one or more steps of the methods
described above. The processor may be a special-purpose
processor selectively activated or reconfigured by a com-
puter program stored in the computer. Such a computer
program may be stored in a computer-readable storage
medium, including, but is not limited to, any type of disk
including floppy disks, optical disks, CD-ROMs, and mag-
netic disks, read-only memories (ROMs), random access
memories (RAMs), EPROMs, EEPROMs, magnetic or opti-
cal cards, flash memories including USB keys with non-
volatile memory, or any type of media suitable for storing
electronic instructions, each coupled to a computer system
bus.

The specification can take the form of some entirely
hardware implementations, some entirely software imple-
mentations or some implementations containing both hard-
ware and software elements. In some preferred implemen-
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tations, the specification is implemented in software, which
includes, but is not limited to, firmware, resident software,
microcode, etc.

Furthermore, the description can take the form of a
computer program product accessible from a computer-
usable or computer-readable medium providing program
code for use by or in connection with a computer or any
instruction execution system. For the purposes of this
description, a computer-usable or computer-readable
medium can be any apparatus that can contain, store, com-
municate, propagate, or transport the program for use by or
in connection with the instruction execution system, appa-
ratus, or device.

A data processing system suitable for storing or executing
program code will include at least one processor coupled
directly or indirectly to memory elements through a system
bus. The memory elements can include local memory
employed during actual execution of the program code, bulk
storage, and cache memories which provide temporary stor-
age of at least some program code in order to reduce the
number of times code must be retrieved from bulk storage
during execution.

Input/output or I/O devices (including, but not limited, to
keyboards, displays, pointing devices, etc.) can be coupled
to the system either directly or through intervening /O
controllers.

Network adapters may also be coupled to the system to
enable the data processing system to become coupled to
other data processing systems or remote printers or storage
devices through intervening private or public networks.
Modems, cable modem, and Ethernet cards are just a few of
the currently available types of network adapters.

Finally, the algorithms and displays presented herein are
not inherently related to any particular computer or other
apparatus. Various general-purpose systems may be used
with programs in accordance with the teachings herein, or it
may prove convenient to construct more specialized appa-
ratus to perform the required method steps. The required
structure for a variety of these systems will appear from the
description below. In addition, the specification is not
described with reference to any particular programming
language. It will be appreciated that a variety of program-
ming languages may be used to implement the teachings of
the specification as described herein.

The foregoing description of the implementations of the
specification has been presented for the purposes of illus-
tration and description. It is not intended to be exhaustive or
to limit the specification to the precise form disclosed. Many
modifications and variations are possible in light of the
above teaching. It is intended that the scope of the disclosure
be limited not by this detailed description, but rather by the
claims of this application. As will be understood by those
familiar with the art, the specification may be embodied in
other specific forms without departing from the spirit or
essential characteristics thereof. Likewise, the particular
naming and division of the modules, routines, features,
attributes, methodologies, and other aspects are not manda-
tory or significant, and the mechanisms that implement the
specification or its features may have different names, divi-
sions, or formats. Furthermore, as will be apparent to one of
ordinary skill in the relevant art, the modules, routines,
features, attributes, methodologies, and other aspects of the
disclosure can be implemented as software, hardware, firm-
ware, or any combination of the three. Also, wherever a
component, an example of which is a module, of the
specification is implemented as software, the component can
be implemented as a standalone program, as part of a larger
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program, as a plurality of separate programs, as a statically
or dynamically linked library, as a kernel-loadable module,
as a device driver, or in every and any other way known now
or in the future to those of ordinary skill in the art of
computer programming. Additionally, the disclosure is in no
way limited to implementation in any specific programming
language, or for any specific operating system or environ-
ment. Accordingly, the disclosure is intended to be illustra-
tive, but not limiting, of the scope of the specification, which
is set forth in the following claims.

What is claimed is:
1. A method of designing a large-scale embedded system
for an original equipment manufacturer, the method com-
prising:
designing one or more software models for one or more
software components to be included in an advanced
driver assistance system of a vehicle that includes an
embedded system, wherein the one or more software
models describe one or more requirements for detecting
objects at least substantially in front of the vehicle and
the one or more software components are associated
with operation of hardware that is controllable by the
advanced driver assistance system;
collecting information from the one or more requirements
for detecting the objects at least substantially in front of
the vehicle, the one or more software components that
are associated with operation of the hardware, and the
one or more software models;
generating one or more architecture models that describe
an execution platform, physical constraints, non-func-
tional constraints, and characteristics of the embedded
system based on the collected information;

determining timing semantics to be satisfied by execution
of functions in the embedded system based on ordering
of events;

generating, by an electronic device, initial contracts based

on the one or more requirements, the one or more
software components, the one or more software mod-
els, the one or more architecture models, and the timing
semantics;

determining, by the electronic device, whether the one or

more software components and the one or more soft-
ware models satisfy the initial contracts;
responsive to the initial contracts failing to be satisfied,
modifying at least one of the one or more software
components, the one or more software models, the one
or more architecture models, and the timing semantics;

generating modified contracts based on modifying at least
one of the one or more software components, the one
or more software models, the one or more architecture
models, and the timing semantics; and

determining that the one or more software components

and the one or more software models satisfy the modi-
fied contracts.

2. The method of claim 1, wherein determining, by the
electronic device, whether the one or more software com-
ponents and the one or more software models satisfy the
initial contracts is based on a run-time based verification.

3. The method of claim 1, wherein determining timing
semantics to be satisfied by executions of functions in the
embedded system includes functions that are correctly
executed.

4. The method of claim 1, wherein determining timing
semantics to be satisfied by executions of functions in the
embedded system is further based on synchronization of
events, computing a time to execute the functions in the
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embedded system, and delay that occurs when executing the
functions and communication between the functions.
5. The method of claim 1, wherein determining whether
the one or more software components and the one or more
software models satisty the initial contracts includes per-
forming a static formal verification.
6. The method of claim 1, wherein the initial contracts
indicate assumptions of preconditions that include safety,
performance, and cost, and guarantees of post-conditions
between the software components and the software models.
7. The method of claim 1, further comprising developing
one or more behavior models to run on the one or more
architecture models and wherein determining timing seman-
tics includes timing semantics to be satisfied by the one or
more behavior models.
8. The method of claim 1, wherein the initial contracts
specify expected properties of the one or more software
components and the one or more software models.
9. The method of claim 1, wherein the one or more
architecture models are generated using a modeling lan-
guage or a formal language, and wherein the modeling
language or the formal language is used to determine
whether the initial contracts are satisfied based on the one or
more requirements, the one or more software components,
the one or more software models, the one or more architec-
ture models, and the timing semantics.
10. The method of claim 1, wherein the advanced driver
assistance system is a system for adaptive cruise control.
11. A non-transitory computer-readable medium for
designing a large-scale embedded system, the non-transitory
computer-readable medium having computer instructions
stored thereon that are executable by a processing device to
perform or control performance of steps comprising:
designing one or more software models for one or more
software components to be included in an advanced
driver assistance system of a vehicle that includes an
embedded system, wherein the one or more software
models describe one or more requirements for detecting
objects at least substantially in front of the vehicle and
the one or more software components are associated
with operation of hardware that is controllable by the
advanced driver assistance system;
collecting information from the one or more requirements
for detecting the objects at least substantially in front of
the vehicle, the one or more software components that
are associated with operation of the hardware, and the
one or more software models;
generating one or more architecture models that describe
an execution platform, physical constraints, non-func-
tional constraints, and characteristics of the embedded
system based on the collected information;

determining timing semantics to be satisfied by execution
of functions in the embedded system based on ordering
of events;
generating initial contracts based on the one or more
requirements, the one or more software components,
the one or more software models, the one or more
architecture models, and the timing semantics;

determining whether the one or more software compo-
nents and the one or more software models satisfy the
initial contracts;

responsive to the initial contracts failing to be satisfied,

modifying at least one of the one or more software
components, the one or more software models, the one
or more architecture models, and the timing semantics;
generating modified contracts based on modifying at least
one of the one or more software components, the one
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or more software models, the one or more architecture
models, and the timing semantics; and

determining that the one or more software components

and the one or more software models satisfy the modi-
fied contracts.

12. The non-transitory computer-readable medium of
claim 11, wherein determining whether the one or more
software components and the one or more software models
satisfy the initial contracts is based on a run-time based
verification.

13. The non-transitory computer-readable medium of
claim 11, wherein determining timing semantics to be sat-
isfied by executions of functions in the embedded system
includes functions that are correctly executed.

14. The non-transitory computer-readable medium of
claim 11, wherein determining timing semantics to be sat-
isfied by executions of functions in the embedded system is
further based on synchronization of events, computing a
time to execute the functions in the embedded system, and
delay that occurs when executing the functions and com-
munication between the functions.

15. The non-transitory computer-readable medium of
claim 11, wherein determining whether the one or more
software components and the one or more software models
satisfy the initial contracts includes performing a static
formal verification.

16. The non-transitory computer-readable medium of
claim 11, wherein the initial contracts indicate assumptions
of preconditions that include safety, performance, and cost,
and guarantees of post-conditions between the software
components and the software models.

17. The non-transitory computer-readable medium of
claim 11, wherein the steps further comprise developing one
or more behavior models to run on the one or more archi-
tecture models and wherein determining timing semantics
includes timing semantics to be satisfied by the one or more
behavior models.

18. The non-transitory computer-readable medium of
claim 11, wherein the initial contracts specify expected
properties of the one or more software components and the
one or more software models.

19. The non-transitory computer-readable medium of
claim 11, wherein the one or more architecture models are
generated using a modeling language or a formal language,
and wherein the modeling language or the formal language
is used to determine whether the initial contracts are satisfied
based on the one or more requirements, the one or more
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software components, the one or more software models, the
one or more architecture models, and the timing semantics.
20. A method of designing a large-scale embedded system
for an original equipment manufacturer, the method com-
prising:
designing one or more software models for one or more
software components to be included in an advanced
driver assistance system of a vehicle that includes an
embedded system, wherein the one or more software
models describe one or more requirements for detecting
objects at least substantially in front of the vehicle and
the one or more software components are associated
with operation of hardware that is controllable by the
advanced driver assistance system;
collecting information from the one or more requirements
for detecting the objects at least substantially in front of
the vehicle, the one or more software components that
are associated with operation of the hardware, and the
one or more software models;
generating one or more architecture models that describe
an execution platform, physical constraints, non-func-
tional constraints, and characteristics of the embedded
system based on the collected information;
determining timing semantics to be satisfied by execution
of functions in the embedded system based on synchro-
nization and ordering of events, computing a time to
execute the functions in the embedded system, and
delay that occurs when executing the functions,
wherein the timing semantics are based on a multiclock
timing model;
generating, by an electronic device, initial contracts based
on the one or more requirements, the one or more
software components, the one or more software mod-
els, the one or more architecture models, and the timing
semantics;
determining, by the electronic device, whether the one or
more software components and the one or more soft-
ware models satisfy the initial contracts;
responsive to the contracts failing to be satisfied, modi-
fying the one or more software components, the one or
more software models, the one or more architecture
models and the timing semantics;
generating modified contracts; and
determining whether the one or more software compo-
nents and the one or more software models satisfy the
modified contracts.
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